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• APIs are everywhere
• They power your apps and systems

– Mobile, Web, IoT, ATM…
– Private APIs, internal integrations
– B2B

“The linchpin of digital business”

“Reshaping the way business operate in the digital era”

“Strategic imperative for modern enterprise”

APIs
A door to your applications and systems
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APIs, APIs, APIs …
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What is an API?
SOAP / XML

REST / JSON

GraphQL
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API security is paramount

• APIs are an attractive attack target
• Breaches are on the rise

– Cyber attacks exploit vulnerabilities in poorly secured 
interfaces

• Costly consequences
– Financial loss
– Reputation damage
– Legal, regulatory consequences
– Remediation costs
– Human lives

Securing your APIs is securing your applications
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• Lack of authorization, weak authentication

• Compromised secrets, keys

• Unmanaged, unsecured shadow APIs

• Orchestrating API access control at scale, across clouds

• Security aware context of message content

• AI increases threat scale, humans can’t keep up

API security struggles
What is hard about API security?

API security
top-10 vulnerabilities

API1:2023 - Broken Object 
Level Authorization

API2:2023 - Broken 
Authentication

API3:2023 - Broken Property  
Level Authorization

API4:2023 - Unrestricted
Resource Consumption

API4:2023 - Broken Function 
Level Authorization

API6:2023 - Unrestricted
Access to Sensitive Business 
flow

API7:2023 - Server Side 
Request Forgery

API8:2023 - Security 
Misconfiguration

API9:2023 - Improper 
Inventory Management

API10:2023 - Unsafe
consumption of APIs
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API Intelligence

● Business insights from APIs 
usage

● Respond to threats and 
vulnerabilities

● Feed AI engines with context-
enriched API traffic metadata

Real-time Security & Integration

● Advanced security profile and zero trust through identity security
● Certified API infrastructure for high-value APIs allowing advanced security orchestration
● Advanced security, integration and transformation policy driven solution
● Powerful message and security introspection and transformation 
● OWASP API security Top-10 vulnerabilities defense
● Secure API firewall & gateway security

Layer7 - Comprehensive API Security Infrastructure

API Management

● Publish APIs, documentation
● Control API access across multi-

cloud
● Discover APIs
● Advanced Developer Experience

APIOps at Scale

● Centralized governance for all 
API security stakeholders

● Automatic application of security 
across multi-clouds

● X-Region API metering
● Configure once/deploy anywhere
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Real-time Security & Integration



9 Broadcom Proprietary and Confidential.  Copyright © 2024 Broadcom.  All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.|

Use case: Securing Banking APIs
Security rules enforced on behalf of internal and public facing banking APIs

Protected Banking 
APIsAPI Consumers

L7 Auth 
Server

L7 
Gateway

Authenticate Route

Issue

Message and field 
level validation

Authorization & 
security brokering

Meter

200 Million API transactions/day
13M mobile banking users

HTTPS - HTTP/2 - JMS - FTP(S) - SFTP - XMPP - KAFKA - GRPC- MQ - TCP 
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Security Community Use cases – One request with customized secured responses
Use case: High/Low Guard

Fine grained Auth & 
Authz 

Enforcement
Validation and control

Realtime enforcement and filtering

Level 1 Data
Level 2 Data
Level 3 Data

Layer7

Low - High 

Clearance
Level 1

Clearance
Level 2

Clearance
Level 3
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API Policy
Low-code/no-code composable API policies 

– Sanitize Response  –

– Route to endpoint B  –

– Mediate internal token –
– Route to endpoint A –

– external issuer –– Internal issuer –

– Confirm issuer –

– Check object level 
authorization –

– Apply API tiers –

– Confirm Subject –

– Enforce openAPI Spec –

– Confirm Subject –

– Validate Token –

– Validate/Sanitize Input –
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Security Governance

Routing to SOAP back-end

Implementation Sample
1

2

3.1

3.2
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• Proxy / Integration
• Authentication / Authorization

– Management of SAML, Oauth, JWT tokens
– Integration with Federated Identity Management platforms (Siteminder, LDAP, OIDC, …)

• XML and JSON Content Validation
• Content transformation (e.g. back-end legacy XML to front-end JSON)
• Protection against injections (SQL, Shells scripts)
• Rate and Quota limitations

– Back-end protection
– Monitoring the consumption / billing

Layer7 Use Cases – API Security

Layer7
API SecurityAPI Consumers APIs

Our Customers
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Private LLM Challenges
– How to run and operate?
– Prompt jailbreak, abuse
– Hosting and compute cost

3rd party LLM Challenges
– Privacy, information leakage
– Subscription costs
– Vendor locking

Why AI Gateway?

AI Gateway Solutions
– Integrate identity services, developer portal
– Apply LLM guardrail rules
– Track usage and enforce limitations

– Query filters and scrubbing
– Track and limit outgoing calls
– Broker public AI, switch on demand
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• Common Criteria certified solution
• FAPI advanced API security profile

– Suitable for protecting APIs in high-value 
scenario

– Subject confirmation using DPoP, mTLS
• Strong authentication

– FIDO, MFA, biometric
• Agile crypto

– FIPS mode
– PQC-Ready

• Advanced policy based config
– Security, message & transport translation
– Message structure and content validation 
– Low code rapid security policy

Hardened and certified API security

* Post-Quantum Cryptography
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APIOps at Scale
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APIOps at Scale

• Modern APIOps
– Apply configuration-as-code and GitOps best practices
– Collaboration between multiple API security stakeholders
– Centralized governance, distributed enforcement
– Kubernetes Operator Managed

• Unlock benefits of cloud-native deployments
– Greater agility, availability and scalability
– Faster times to market
– Pain-free upgrades, reduced cost of ownership

• Licensed to promote API growth and success
• Proven large scale deployments
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Extrem
e Scale

• API security in any architecture
• Proven scale and performance on premise
• Advanced security configuration managed as code
• Flexibility to grow, auto-scale and deploy with ease
• API security as infrastructure
• Migration to enable modern architectures

Use Case: APIOps at Scale

CI/CD Pipeline

cfg

L7

L7
cfg

L7

L7
cfg

L7

L7

L7

L7

L7

L7

L7

L7

L7

L7

L7

L7

L7

L7

L7

L7

L7

L7

L7

L7

L7

L7

L7

L7

L7

L7

L7

L7

L7

100,000 Requests per minute 
across on-premises and cloud
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What is a Kubernetes Operator

https://kubernetes.io/docs/concepts/extend-kubernetes/operator/ 
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Cloud Native Architecture with Layer7 Operator
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API Intelligence
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Tapping into API signals
• API infrastructure emits signals

– More context leads to richer signals
– More security alerts lead to more secure 

APIs
• Deep level API security allowing you 

to extract the value from these 
signals

– Business insights
– Security insights

• Insights go beyond the API itself
– The API as a window into your 

system/application
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1. An agency code is derived 
as part of a Layer7 policy 
enforcement

Use Case: Unlock application insight in public sector API
Enrich telemetry with Layer7 Policy context

2. Policy tweak flags 
agency code variable as 
new telemetry to emit

3. Kibana dashboard reveals insight on 
which agencies consume the application 
for a given time period

Derive Agency Code

Emit API insights

Protecting 
People
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Layer7 API Runtime

Layer7 API Intelligence
Runtime and intelligence layers working hand-in-hand

capture, enrich, feed

Specialized AI

strengthen

Feed intelligence layer
• Built-in OpenTelemetry
• Specialized integrations

React to insights
• Block specific attack vectors
• Apply new policy
• Move unsecured API behind 

Layer7

Layer7
Traditional Observability

Broadcom 
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API Management
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• Securly managing APIs as Products
• Compliance - Enforcement and constant control 
• Customized Developer user experience
• API Documentation
• API business monitoring 

API Management and Governance
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API Governance
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SHIP 
API

Use case: API Management
API Product with Advanced Security 

API Product Manager

API Security Architect

API Product Policy 
& Business Rules

API Security Policy & 
Compliance Rules

Secure
API 
Published

API security 
rules

API Quota

OpenAPI Spec

100,000 Applications 
across 75 Regions

Business 
Rules

SHIP 
API

Layer7
Portal
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API Management
Secure Developer Experience

Internal API consumer
API Key
Enforced Security

External API consumer
API Key
Enforced Security

Secure Consumption
Tracked and Controlled API Access
Secure SDK access
API Discovery
Customised and Secure developer access
API documentation

SHIP 
API

Layer7
Portal
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Next
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The Layer7 solution is a securely deployable API security solution for all customers regardless of 
where they are deploying and where on the cloud deployment journey they are.  Scalable API 
security infrastructure fully supporting automation and CI/CD integration where customer 
requirements mature. Secure API Management built on industry leading real-time security.

Vision Statement

Real-time Security & Integration

API IntelligenceAPI ManagementAPI Ops at Scale
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Final Words
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Layer 7 API Security Leader

KuppingerCole named Layer7 a Leader in the 2023 Leadership 
Compass for API Management and Security

KuppingerCole Leadership for API Security and Management, October 23, 2023

“API security has long become an industry of its own; with the scope of risks and 
challenges the industry confronts growing exponentially, API security solutions must 
expand their coverage and grow in complexity themselves”

“Advanced security capabilities through Intelligent automation”

“OpenTelemetry support simplifies third-party observability tool integrations”

“Broadcom provides a full range of management tools for API lifecycle management and microservices”

https://docs.broadcom.com/doc/kuppingercole-leadership-compass-api-security-and-management
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Layer7 – Customer Validation

“As far as the deployment and to the 
infrastructure, the hardware, the networks, 
those are all new. Our [new] data centers 
look like private cloud datacenters, which 

look like public cloud datacenters.” 

“Layer7 is a critical component of our api-
based banking applications allowing us to 
apply identity-based access control in a 

standardized way, and at scale.”

“Layer7 API Management ensures 
standardization, security, and stabilization 
in  a CI/CD pipeline for one of the worlds 

largest gambling operators.” 

“Layer7 provides a central way to identify 
and visualize business activity and 

security events during real-time security 
enforcement. Actions allow intelligent 

actions and enforcement”
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Thank you
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