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APls

A door to your applications and systems

* APIs are everywhere

* They power your apps and systems

— Mobile, Web, loT, ATM...
— Private APls, internal integrations
— B2B

“The linchpin of digital business”
Gartner

“Reshaping the way business operate in the digital era’
=IDC

“Strategic imperative for modern enterprise”
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APIS Al HTML CSS JS XHR Fonts Images Media WS Other
, APlIs, APIs ...

Status Method File URL

302 GET v22client_id=vO1Kblk7xX9tUn2cpZLS&redii @ https://account.booking.com/oauth...
&~ o O 8 ntips:/fwww.booking.com sl (O @

302 GET login.html?code=05sG6eaOrkqdzjR4fLEOIL & https://secure.booking.com/login.ht...

® 3 Inspector
B  V Filter URLs

general.htmi?label=gen173nr-1FCAEoggl46. @ https://www.booking.com/general.ht...

Escape the routine - for a week or a while

. o i . 200 GET activityi;src=4228414;type=funne910;cat=c @ ¥/ https://4228414 fls.doubleclick.n...
Our favorite destinations for getting away from it all Al HTML CSS
GET select?client_id=901905703382-m88jn1h9l @ https://accounts.google.com/gsififra...
Status Method
200 rua: BT nCcT DRiA—EAfNAAAQ AA2A ATnn OTA2 0007127 LA hitnedlir enannhnai anminm i2nid—E

N
S
)

GET ® 11 requests 174.78 KB [ 74.49 KB transferred Finish: 16.08 min DOMContentLoaded: 1.80 s Ic

200 GET [E] Headers Cookies Request Response Timings  Security
OPTIOM
g3 ¥ Filter Headers Block Resend %
OPTION
GET P GET https://www.booking.com/general.htm|?label=gen173nr-1FCAEoggl46AdIM1gEaE2IAQGYATGAAQIAQ_Y
poST AQHoAQH4AQKIAgGoAgO4Au3E-40GwWAIBOglkMDJhY2EwNDATMGUSYiOOMGVILWITNmMEENjFINmIwNDY3Ym
Qz2AIF4AIB;sid=bb3f809a688567d5184cb37920f40cbb5;iframe=1;tmpl=profile/login_callback_anon_sessio
200 GET n&-=
200 GET
) ' 200 POST Status 200 0K (@
Ed!nburgh Venice Br|§tol . Dubrc_:vmk M o GET Version HTTP/1.1
United Kingdom Italy United Kingdom Croatia Cr f .
1,565 properties 2,673 properties 377 properties 2,456 properties 2,0 Z0 GET Transferred 1.32 KB (327 B size)
200 GET Referrer Policy  origin-when-cross-origin
Starting from € 50  Starting from € 50  Starting from € 56  Starting from € 32 St
£ GET" [ Response Headers (1.113 KB) Raw
302 POST .
cache-control: private
& & : H 200 GET
Get inspiration for your next trip ED content-encoding: br
Sl content-length: 208
GET . . , .
content-security-policy-report-only: frame-ancestors www.booking.com; report-uri https://reports.book
GET ing.com/csp_violation?type=report&tag=179&pid=749354f8256c0092&e=UmFuZGItSVYkc2ZRIlyh9YUXi
POST ZIM4n0j9zubmwcEJFBEJWE3BpL1dnnlaN6fAMcQT&f=2&s=0;
GET content-type: text/html; charset=UTF-8
GET main.30b4c3f2.js & https://s.pinimg.com/ct/lib/main.30b...
O 268 requests 5.44 MB [ 2.30 MB transferred Finish: 1.03 min DOMContentLoaded: 1.80 s Ioag
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What is an API?

¢ Obtener Datos Cliente

[ ¥4 01022
X @ Expedia Travel: Search Hotels, ... <

www.expedia.com
@ Expedia
x B X B

Flights Hotels Bundle and Save

Search Vacation Packages

Flight+ Hotel  Flight + Hotel + Car Flight + Car

Hotel + Car

Leaving from
City or airport

Going to
City or airport
Departing Returning
mm/dd/yyyy mmy/dd/yyyy
Travelers
1 Adult

Book together and SAVE!

SOAP / XML

REST / JSON

GraphQL

yaia@EOoL

- https://vf-btl-sitl.vodafone.es/Home/HomeService.svc C %+ @

[ <soap:Envelope xmlns:soap="http://www.w3.0rg/2003/0! > [El <s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope">
<soap:Header/> = <s:Header>
=] <soap:Body> <ActivityId CorrelationId="6£130924-0e65-4388-b03c-7fffel2c
= <ns:0ObtenerDatosCliente> </s:Header>
<ns:IdCliente>653256563</ns:IdCliente> = <s:Body xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
<!=--Optional:=--> = <ObtenerDatosClienteRespuesta xmlns="http://ONO/CanalWeb/E¢
<ns:DirMulti>0</ns:DirMulti> = <ClienteResidencial>
<!--Optional:--> <Nombre>RRM</Nombre>
<ns:SistemaOrigen>?</ns:SistemaOrigen> <Apellidos>RRG RRP</Apellidos>
<!--Optional:--> <Nif>42734925M</Nif>
<ns:LoginName>PilotoAPI</ns:LoginName> <Telefono>820220328</Telefono>
</ns:ObtenerDatosCliente> <Email>287868320@xxxx.es</Email>
>N.I.F.</TipoDocumento>
ercado>PARTICULAR</SegmentacionMercado>
i ="http://ONO/CanalWeb/ESB/C /1.0":
GET http://cagw:8080/vf/mock/pagos/client/6532 S mipovias anatie oman
e>ESCALERITAS</NombreCalle>
/Numero>
LAS PALMAS</Provincia>
PALMAS DE GRAN CANARIA (LAS)</Poblacior
( )
so>
BOdy (1 ) (5) Puerta>
35011</CodPostal>
>VODAFONE</NivelServicio>
Pretty JSON ial>
te>
>Activo</EstadoCliente>
1« § Tt e
QUERY GRAPHQL\ QUERY GRAPHQL VARIAB
1 query clusterProperties { 1 4 1 query clusterProperties { 1 {}
2 clusterProperties { 2 clusterProperties {
3 goid 3
4 name —_ 4 name (-
5 checksum 5
6 description 6 description
7 hiddenProperty 7 hiddenProperty
8 value 8 value
a 1
a 1
Body Cookies Headers (7) Test Results G 2000k )
Body Cookies Headers (7) Test Results @ 2000k 52m
Pretty Raw Preview Visualize JSON v =) ) L o
Pretty Raw Preview Visualize JSON v =r>)
a—
; dat?ciuiterProperties"' [ 1K
B : 2 "data": {
. 3 "clusterProperties":
5 "goid": "0000000000000000Tffffffffff5519f", [ P L
6 "name": "cluster.hostname", 4
u w. om "
7 "checksum": "802468b32a25647875e516803356d90536Fhc38" 5 name": "cluster.hostname",
o u Ctiapte W "
8 "description": "External hostname for the cluster", 6 description: "External hostname for the cluster",
9 "hiddenProperty": false, 7 "hiddenProperty": false,
10 "value": "gwll" 8 "value": "gwll"
11 3, 9 I
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API security is paramount
Securing your APls is securing your applications

APls are an attractive attack target

Breaches are on the rise

— Cyber attacks exploit vulnerabilities in poorly secured
interfaces

Costly consequences

— Financial loss

— Reputation damage
— Legal, regulatory consequences
— Remediation costs

—  Human lives

© BROADCOM
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API security struggles
What is hard about API security?

» Lack of authorization, weak authentication

« Compromised secrets, keys

* Unmanaged, unsecured shadow APls

« Orchestrating APl access control at scale, across clouds
« Security aware context of message content

« Al increases threat scale, humans can’t keep up

AP11:2023 - Broken Object AP12:2023 - Broken API3:2023 - Broken Property  API4:2023 - Unrestricted
Level Authorization Authentication Level Authorization Resource Consumption
AP16:2023 - Unrestricted API17:2023 - Server Side API18:2023 - Security API19:2023 - Improper
Access to Sensitive Business ~ Request Forgery Misconfiguration Inventory Management
flow

6 | Broadcom Proprietary and Confidential. Copyright © 2024 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

*)ownsp,

API security
top-10 vulnerabilities

API14:2023 - Broken Function
Level Authorization

API10:2023 - Unsafe
consumption of APIs

© BROADCOM



Layer7 - Comprehensive API Security Infrastructure

4 )
Real-time Security & Integration

e Advanced security profile and zero trust through identity security
e Certified APl infrastructure for high-value APIs allowing advanced security orchestration
e Advanced security, integration and transformation policy driven solution
e Powerful message and security introspection and transformation
e OWASP API security Top-10 vulnerabilities defense
e Secure API firewall & gateway security
| R R RRRRRRRRRRRRRRRRRRRRREREREREEESEEESSSL
.
APIOps at Scale APl Management API Intelligence
e Centralized governance for all e Publish APIs, documentation e Business insights from APIs
API security stakeholders e Control APl access across multi- usage
e Automatic application of security cloud e Respond to threats and
across multi-clouds e Discover APIs vulnerabilities
e X-Region API metering e Advanced Developer Experience e Feed Al engines with context-
e Configure once/deploy anywhere enriched API traffic metadata
. J \. J \_ J

© BROADCOM
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Real-time Security & Integration
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Use case: Securing Banking APls 200 Million API transactions/day

13M mobile banking users
Security rules enforced on behalf of internal and public facing banking APIs

Protected Banking
Authenticate APls

© BROADCOM
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API Consumers

Gateway

Message and field
level validation

Authorization &

security brokering
< HTTPS - HTTP/2 - JMS - FTP(S) - SFTP - XMPP - KAFKA - GRPC- MQ - TCP



Use case: High/Low Guard
Security Community Use cases — One request with customized secured responses

Level 1 Data
Level 2 Data
Level 3 Data e

Fine grained Auth &

Clearance
Level 1

Clearance
Level 2

Enforcement
Validation and control

— realime enforcementand fltering

< Low - High
9 BROADCOM
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Clearance

Level 3




API Policy

Low-code/no-code composable API policies : »
— Validate/Sanitize Input —

— Validate Token —
— Confirm Subject —

— Enforce openAPI Spec —
— Confirm Subject —

— Apply API tiers —

— Check object level
authorization -

— Confirm issuer —
— Internal issuer — — external issuer —
— Mediate internal token —

— Route to endpoint A —
— Route to endpoint B —

— Sanitize Response -

© BROADCOM
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Implementation Sample
(1

IRRET e Poicy Fragment: Service Securiy K23 -

2.2 m # 3 Require SSL or TLS Transport

2.3 'e # 16 Request: Protect Against SQL Attacks [URL Path + URL Query String + Body] .

2.4 ’@ # 17 Apply Rate Limit: up to 20 msg/sec per User or client IP Security Governance

2.5 ’@ # 14 Customize Error Response CTRL+ALT+Y

2.6 o # 13 OTK Require OAuth 2.0 Token N

3 2. Split variable request.http.uri into splitURI on "/" [Ignore empty values] Routing to SOAP back-end

4 | v 3 At least one assertion must evaluate to true o

5 v < All assertions must evaluate to true // product ID in the URL -> product details

6 T2 Look Up Item by Index Position: find index 2 within ${splitURI}; output value to ${pl
7 q" Set Context Variable m_soapRequest as Message to: <soapenv:Envelope xmlns:s
8
9

penv="http://schemas.xmlsoap.org...
ﬁﬂ Route via HTTP to http://cagw:8080/ACMEWarehouse /services/WarehouseSoap

Response must match XPath /soapenv:Envelope/soapenv:Body/ns:getProductDetailsResponse /ns:getProductDetailsResult/*

10 J Set Context Variable xml_productDetails as Message to: ${xpath_productDetails.elements}
11 [ ${xml_productDetails}: Apply JSON Transformation
12 v < All assertions must evaluate to true // no product ID in the URL —=> list of products
13 V" Set Context Variable m_soapRequest as Message to: <soapenv:Envelope xmlns:spapenv="http://schemas.xmlsoap.org...
14 ﬁ Route via HTTP to http://cagw:8080/ACMEWarehouse/services/WarehouseSoap
15 Response must match XPath /soapenv:Envelope/soapenv:Body/ns:listProductsResponse/ns:listProductsResult
16 V" Set Context Variable xml_productList as Message to: ${xpath_productList.elements}
v 17 [ ${xml_productList}: Apply JSON Transformation

© BROADCOM
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Layer7 Use Cases — API Security

Proxy / Integration

Authentication / Authorization
— Management of SAML, Oauth, JWT tokens
— Integration with Federated ldentity Management platforms (Siteminder, LDAP, OIDC, ...)

- XML and JSON Content Validation
« Content transformation (e.g. back-end legacy XML to front-end JSON)
» Protection against injections (SQL, Shells scripts)

- Rate and Quota limitations Our Customers
— Back-end protection
— Monitoring the consumption / billing

API Consumers > AP[ Security > APls

© BROADCOM
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Why Al Gateway?

Private LLM Challenges Al Gateway Solutions
— How to run and operate? — Integrate identity services, developer portal
— Prompt jailbreak, abuse — Apply LLM guardrail rules
— Hosting and compute cost — Track usage and enforce limitations
3rd party LLM Challenges
— Privacy, information leakage — Query filters and scrubbing
— Subscription costs — Track and limit outgoing calls
— Vendor locking — Broker public Al, switch on demand

77777777

Identity Services
Private Al,

-  >

e Apps using GenAl
e AlAgents
@ Public Al,
LLM

Monitoring © BROADCOM
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Advanced API Security

« Common criteria certified solution

« Advanced API security profile
— FAPI, DPoP, mTLS
— Used in protecting high-value scenario APls

Caltech and Broadcom Announce Quantum
Research and Development Partnership

* Preemptive quantum resistance

— Demonstrated quantum resistance ahead of standard readiness for API

signatures and key exchange protocols
— Protect against harvest now, decrypt later

* Crypto agility
— FIPS mode, pluggable crypto (hsm)
* Vulnerability management
— Continuous scanning and remediation
— Container hardening and shrinking, min -> micro -> distroless

 Latest authentication, authorization
— OIDC, AuthZen

£ BROADCOM
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APIOps at Scale
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APIOps at Scale

Modern APIOps

— Apply configuration-as-code and GitOps best practices

— Collaboration between multiple API security stakeholders
— Centralized governance, distributed enforcement

— Kubernetes Operator Managed

Unlock benefits of cloud-native deployments

— Greater agility, availability and scalability

— Faster times to market
— Pain-free upgrades, reduced cost of ownership

Licensed to promote API growth and success

Proven large scale deployments

© BROADCOM
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Use Case: APIOps at Scale 100,000 Requests per minute

across on-premises and cloud

O
* API security in any architecture QXV/SW VMvare
* Proven scale and performance on premise @ D o
« Advanced security configuration managed as code
* Flexibility to grow, auto-scale and deploy with easg
« API security as infrastructure

« Migration to enable modern architectures

&

.

b 4

e
&

o
£
@i:;,

L7

-
~
r
~

9|e0g awalx]

PN

Th

CI/CD Pipeline

AN

Spinnaker

s
603
o
J
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What is a Kubernetes Operator

Operators are software extensions to Kubernetes that
make use of custom resources to manage applications
and their components. Operators follow Kubernetes
principles, notably the control loop.

* The Operator pattern aims to capture the key aim of a
human operator who is managing a service or set of
services.

* Human operators who look after specific applications
and services have deep knowledge of how the system
ought to behave, how to deploy it, and how to react if
there are problems.

* The Operator pattern captures how you can write code
to automate a task beyond what Kubernetes itself
provides

https://kubernetes.io/docs/concepts/extend-kubernetes/operator/
@ BROADCOM
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Cloud Native Architecture with Layer7 Operator

Commit

N
L7 Operator ———» vo*— ® Developer
1—

Policy Repository

Repository W
Deployment 1 - [
"l Ingress L J
Gateway [ 2 Gateway
Deployment n :

Applications |

Users

Gateway

Create/Update

@ @) operstions

© BROADCOM
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APl Intelligence
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Tapping into API signals

* API infrastructure emits signals

— More context leads to richer signals
— More security alerts lead to more secure
APIs

* Deep level API security allowing you
to extract the value from these

signals
— Business insights
— Security insights
* Insights go beyond the APl itself

— The API as a window into your
system/application

@ elastic
UNITED . “ *
KINGDOM * e ,
SCHLESWIG- ¢
T
— HOLSTEIN © MECKLENBURG-
y 0" o ol WESTERN ——
- Manchesterd Wamourg s e POMERANIA
o A » ‘,.("‘o
XN LOWER SANONY
.\ ) 4 o N A
Birringhan e § ik Berlin
W, - NET};EBLANDS.' | N T [ |
o’ ¢ | P .« © é ANHALT
N Bt U apdon
AN E NORIH RHINE-
- F o~ o __MWESTPHALIA ’
b, -y . % . GERMAN;Y. Dresden— J OPOL
i (S ' ’ 9 A5 ‘ G voivope
‘\.) < 91 BELGIUM o HESSE 2 &
: - Prague
UPPER FRANCE Rgankfurt % 29
LUXEMBOURG ® CZECHIA
Le Havre o
o~ BAVARIA
* Paris - y '
GRAND EST - v [}
BRITTANY . L NiBich UPPER AUSTRIA #Vienna
PAYS DE

~ Token , ~ Client

0da422cd-49eb-4136- 74.71.131.117 7xgwdeZed?7
a21f-88859354b05d

ae677ad3-0920-4e16- 122.19.9.185 B 7xgwde2ed7
9b26-296aeb50f4ch
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~ Error

Scope validation rule:
Requested resource 'Davis'
is out of scope - possible

bola attack

Scope validation rule:
Requested resource 'Davis'
is out of scope - possible
bola attack

© BROADCOM



Protecting

Use Case: Unlock application insight in public sector API People

Enrich telemetry with Layer7 Policy context

1. An agency code is derived 3. Kibana dashboard reveals insight on
as part of a Layer7 policy which agencies consume the application

enforcement for a given time period
Derive Agency Code
= . Dashboard My Gateway Dashboard

¥ [+] Q) Filter your data using KQL syntax @ ~ Last 30 minute: % Refresh
Gateway
559 {118
equests Per Agency Requests Per Application
2. Policy t K fl
P e
. FOlICY tweaK 11ags
. 2 5C12bsh0y]
agency code variable gs | ¥ i
’
g y a [ ) Telemetry Metric properties ! = E 5000k &
. [N \ =/ & 40000
W . i i
new telemetry to emit | v wumcmnae oo
e 2,000/
{ i w SC120sh0x; SC126n420 CC125h365  CCR25hI7I  SCOSpwhOO? Ci2sih222 CCIO0cE=16 0gaTiihd  CCl2sh321  SC12sh857 Other
Units Measure 1
Client ID
- . A
Emit API insights Prer————
Name Value Add O, <= o o S 4 a0 A T ki £ 4 i A & A 4 LA 4 4 4 A ik i B 4 it 8 A S A & Al A s A A AR
agency-code ${agency-code}
client-id ____________________[s{client-id} ________| Edit e
1 7.000/d
| Remove g S
B we
5 a
]
g
-
- :
oA usero o uspa oni

© BROADCOM
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Layer7 API Intelligence

Runtime and intelligence layers working hand-in-hand

s

-3

" Layer7 API Runtime

Feed intelligence layer
* Built-in OpenTelemetry
* Specialized integrations

React to insights

* Block specific attack vectors

* Apply new policy

* Move unsecured API behind
Layer7

Layer7

capture, enrich, feed

" Traditional Observablllty

Broadcom
@ / O %9 elastic

. kibana

DATADOG
Splunk > ) Grafana dy:aice

strengthen

" Specialized Al @uwib

noname

“_
)%TRACEABLE_

> CEQUENCE Le=VO

J/

A BROADCOM
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APl Management and Governance

Securly managing APls as Products

Compliance - Enforcement and constant control

Customized Developer user experience

API| Documentation

API business monitoring

26 | Broadcom Proprietary and Confidential. Copyright © 2024 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.
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APl Governance

Create Rate Limit & Quota

HOME » APIS » EDIT HELLO » POLICY TEMPLATES

Edit Hello Name

Policy Templates Add Category v

Maximum length is 50 characters. Name must be unique.

Expand All Templates N
Assignment Level

Authentication Add Templates v © aer

Back end protection limit for the API, regardless of organization.
it Standard Policy Template - API Key v X O organization

Basic limit for an organization's entire usage, regardless of API application.
APIF dati ALL Add T I < O ap1 per Organization

oundation emp ates Organization-specific API limit, shared by all applications.
.. Th tProtecti 1.0 v x O Product per Application
b reatProtection - 1. An application-level limit for a group of APIs that form a product.
i BackendAuth - 1.0 ¥ X Limit
it BackendRoutingOptions - 1.0 v X [] Rate
. . uota
it LoggingAuditing - 1.0 v X O«
Description

Maximum length is 255 characters.

© BROADCOM
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Use case: APl Management 100,000 Applications

API Product with Advanced Security across 75 Regions
API Quota -—
Shipping
] 1 BURSL::']eesSS Overview  Rate Limits & Quotas ~ APIs  Organizations
|
|
|
|

API Product Policy
& Business Rules

API Product Manager

Secure
> AP|
Published

4 I_’
!

API Security Policy &
API Security Architect Compliance Rules OpenAPI Spec

API security
rules

© BROADCOM
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QVERVIEW

Ship API

AI I M a n a g e m e nt ® Enabled e« Version:1.0.0 = Private e LastUpdated: Feb 02 2024 16:24

S e c u re D eve I o p e r Ex pe ri e n ce Overview Organizations Products Deployments Spec  Documentation

Authentication Details

Ship AP| @@

Internal API consumer

o l API Key
(hapsap Raateo i ' Enforced Security

default
m /ship/v1l/shipments Create Shipment

/ship/vl/shipments/cancel Cancel Shipment

/ship/v1l/shipments/packages/validate Validate Shipment

m /ship/vl/shipments/results Retrieve Async Ship

Secure Consumption
Tracked and Controlled APl Access

Secure SDK access ‘ External APl consumer
API Discovery API Key
Customised and Secure developer access Enforced Security

API documentation

© BROADCOM

29 | Broadcom Proprietary and Confidential. Copyright © 2024 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. SOFTWARE



€ BROADCOM

Next

Broadcom Proprietary and Confidential. Copyright© 2024 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.




Vision Statement

The Layer7 solution is a securely deployable API security solution for all customers regardless of
where they are deploying and where on the cloud deployment journey they are. Scalable API
security infrastructure fully supporting automation and CI/CD integration where customer
requirements mature. Secure APl Management built on industry leading real-time security.

4 Y4 Y4 )
API Ops at Scale APl Management API Intelligence
- VAN VAN )
Real-time Security & Integration

Layer7 -ti i Layer7
Yy APIOps at Scale Real-time Security y

by Broadcom and Integration APl Management by Broadcom




Layer7 API Security Intelligence

- Based on a highly configurable
rules engine

* Provides the ability to gain
insights into the entire Layer7

infrastructure

potential configuration problems

— required maintenance tasks

— observations about API traffic and
patterns

— and more...

 Customized dashboards and
reporting via multiple channels

32 | Broadcom Proprietary and Confidential. Copyright © 2024 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

Expiring
Certs
Missing
security
Unapplied
patch
Unusual
latency
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Layer7 Config & Infrastructure Mgmt

 Single point to manage Layer7
configuration (gw policy, entities,
api mgmt, etc.)

* Provides ability to connect to
remote repositories for CI/CD
Integration

« GW migration (policy, other
entities)

« Patch Management

* Dev Ops Policy Authoring

© BROADCOM

SOFTWARE



Policy Manager Replacement (PM2)

* Modern web Ul replacement of Policy Manage »--

a  [GWID

L]
] "
~ [ rolder | Publish Service | [ Create Policy Create Internal User Cluster-wide Properties Certificates Private Keys Stored Passwords
L]
O s
Impart & Export

— Deliver “must have” Policy Manager capabilities
— Some enhancements of opportunity o
— Deployed with Gateways : E
— Experimental in ~June = | s
— Preview in Gateway 11.2 in ~October

eeeeee

* Long Term Goals:

— Integration with Portal
— Integration with Multi-Gateway Management & Migration (in Portal)
— New capabilities including:

— S8SO

— Policy as Code

— Git Integration

— Test Automation

— And more...
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Observability
* Logs

Global Settings Layer7 APl Developer
* Cluster-wide Properties Portal
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Final Words
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Layer 7 APl Security Leader

API LIFECYCLE

MANAGEMENT

MARKET

OVERALL PRODUCT — |[NNOVATION

Qf*

“API security has long become an industry of its own; with the scope of risks and
challenges the industry confronts growing exponentially, API security solutions must
expand their coverage and grow in complexity themselves”

SCALABILITY AND
PERFORMANCE

DEPLOYMENT AND
INTEGRATION

43aval

d43avai

43avai
d43aval

INTEGRITY AND THREAT
PROTECTION

DEVELOPER PORTAL
AND TOOLS

&

ANALYTICS AND
SECURITY
INTELLIGENCE

~IDENTITY AND ACCESS
CONTROL

API VULNERABILITY
MANAGEMENT

“Broadcom provides a full range of management tools for API lifecycle management and microservices”

“Advanced security capabilities through Intelligent automation”

“OpenTelemetry support simplifies third-party observability tool integrations”

KuppingerCole Leadership for APl Security and Management, October 23, 2023

“Kuppingercoie KuppingerCole named Layer7 a Leader in the 2023 Leadership

ANALYSTS Compass for APl Management and Security



https://docs.broadcom.com/doc/kuppingercole-leadership-compass-api-security-and-management

Layer7 — Customer Validation

Real-time Security Layer7

and Integration by Broadcom

“Layer7 is a critical component of our api-
based banking applications allowing us to
apply identity-based access control in a
standardized way, and at scale.”

“Layer7 APl Management ensures
standardization, security, and stabilization
in a CIl/CD pipeline for one of the worlds
largest gambling operators.”

Layer7

by Broadcom

APIOps at Scale

Layer7

by Broadcom

API Intelligence

“Layer7 provides a central way to identify
and visualize business activity and
security events during real-time security
enforcement. Actions allow intelligent
actions and enforcement”

“As far as the deployment and to the

infrastructure, the hardware, the networks,

those are all new. Our [new] data centers
look like private cloud datacenters, which
look like public cloud datacenters.”

Layer7

by Broadcom

API Management

J PMORGAN
CHASE & Co.

. MINISTERD
DELL'INTERNO

A R

A VOLKSWAGEN GROUP COMPANY

Fedtx. accenture :
INTESA v | SNNPAOLO Cltl

A

DO ROG ERS. €% Fidelity

FNVESTAMENT

Vanguard (e ® = @z O Desjardins SANOFI
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Thank you
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